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ABSTRACT

The overall operation andaintenance cost to protect nuclear power plants
accounts for approximately 7% of the total cost of power generation, with labor
accounting for half of this cost. In the current research, from interaction with
utilities and other stakeholders, it was datimed that physical security forces
account for nearly 20% of the entire workforce at several nuclear power plants.
Labor costs continue to rise in the U.S., so any measures to reduce the cost of
operating a nuclear power plant will need to include a teglua labor.The
PhysicalSecurity Pathwaywithin theDepartment of Energys Li ght Wat er
Reactor Sustainabilitifrogramaims to lower the cost of physical security
through directed research into modeling and simulation, application of advanced
sensors odeployment of advanced weapons.

This report presents a modeling and simulation framework for integrating
Diverse and Flexible Mitigation CapabilitfFIlEX) portable equipment

performance with érceon-Forcemodel s of a plantdés physical

The generic framework is described in detail, followed by a case study of
modeling an adversarial attack aimed at causing a radiological release by

sabotaging the plantdés power supply and

hypotheticahuclear poweplant Two diferentFLEX deployment strategies,
series and parallel, are modeled with distinct timelines. The results of the
adversarial attack modeled in a commerci@ice-on-Forcetool are integrated

with the FLEX deployment model inaho National Labat o r y 6dynarhi¢ NL )
modeling toolEvent Modeling Risk Assessment using Linked Diagrams
(EMRALD). Monte Carlo simulation is used to model the distribution of the
timeline in FLEX deployment strategies. The results demonstrate that, even in
the extreme casof a successful adversarial attack, deployment of FLEX
equipment can result in a significantly high likelihood of preventing radiological
release. The modeling and simulation framework integrating FLEX equipment
with Forceon-Forcemodels enables theudear powe plantsto credit FLEX
portable equipment in the plant security posture, resulting in an efficient and
optimized physical security.
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INTEGRATION OF FLEX EQUIPMENT AND OPERATOR
ACTIONS IN PLANT FORCE-ON-FORCE MODELS
WITH DYNAMIC RISK ASSESSMENT

1. INTRODUCTION

The overalloperation and manageme@&M) coskto operate a nuclear power plant in th&U
haveincreased to a point that many utilities may not be able to continue to operate these irapsetant
Theconinuedlow cost of natural gas and the added generation of increased wind ardkselapmen
in many markets hee significantly lowered the pricthatutilities chargefor electricity. Utilities are
working hard to modernize plant operations to lower theaogtnerang electricity with nuclear power.
The Demrtment of Energgstablished theight Water Reactor Sustainability ProgrdbWRS) with the
mission to support the current fleet of nuclear power plants with resedectilitate lowered O&M
costs.Due to the use of nuclear materials, nuclear power plants have an additional costrburden
protectingfuel against theft or sabotage. The overall O&M cost to protect nuclear power plants accounts
for approximately 7% of the total costmbwergeneration, with labor accounting faalhof this cos{1].

In the current researcfrom interaction withutilities and other stakeholdeiswas determined that
physical security forces account for nearly 20% of the entire workédrseveral nuclear power plants
Labor costs continue to rise in theSJ so any measures to reduce the obsiperating a nuclear power
plant will needto include a reduction in labor.

To support this missior new pathway fophysicalsecurity researh was established within the
LWRS program. ThéhysicalSecurity Pathway aims to lower the cost of physical security through
directed research into modw® and simulationapplication of advanced sensors or deployment of
advanced weapons. Modted and sinulation will be used to evaluatiee excessive margin inherent in
many security posturemd to identify ways to maintain overall security effectiveness while lowering
costs. Two areas idefigd for evaluation include taking credit fBiverse and Flexile Mitigation
Capability FLEX) equipment and actions taken by operators to minimizedbsillity of reactor
damage during an attack scenario. FLEX equipment was installed aSatiudlear power plants as a
response to the nuclear accident at FukuarDaiichi in Japafl]. FLEX equipment is comprised of
portable generators, pumps, and equipment to supply reactor cooling in ththatiestalled plant
equipment is damaged. While FLEX equipment was installed tgstta plands response to natural
hazard, such as flooding or earthquakes, this equipment could also be used to provide reactor cooling in
response to equipment damagesealby an attack on the plant. Likewise, there are certain actions that
plant operators will take when an attack occurs tamize the chance of core damadewill take
modelng andsimulatingof the reactor core and systems to evaluate the effect these operator actions may
have on increasing the coping time of the reactor.

TheNuclear Regulatory CommissigNRC) and industryapproach to maintaining effective security
at a plant includes various security programs, each with its own individual objectivestthat
combined provide a holistic approach to maintaining the effective security of the plant.
10CFR73.55(d)(1)states A The | i censee shall establish and mai
designed, staffed, trained, qualified, and equipped to implement the physical protection program in
accordance with t he [5eNRCisecwimequirements for contmersial s ect i on o
operating nuclear sites increased exponentially followingg@ember 1ierrorist attacks, resulting in a
significant increase of onsite respomsce personnel across the nuclear indug8fyThep | ant 6 s
response forcancludes the minimum number of armed responders as required in 10 CFR 73 and security
officers tasked with assigned duties, such as stationary observation/surveillance pegrdgobving
vehicle patrols, compensatory posts, and other duties aiseeff].



The nuclear industry negtb pursue an optimized plant security posture that considers efficiencies
and innovative technologies to reduce costs whiletimgesecurity requirement$he useof FLEX
portable equipment ithe plant physical security postuhas been identifiedsone aredhat holdghe
potentialto optimizethe security posture and reduce costs. This rejgstribes thenodeling and
simulaing capabilitiesdevelopedo incorporateghe deployment dFLEX with forceon-force(FOF)
modelingof a typical physical security postusreagenericlight-waterreactorplant.

There are several different levelsFDFmodelingfrom simpleprocedures of adversary and defense
force tasks and probabilities to full 3D mosl@lith artificial intelligence to determir@haractepaths
detection and combalt6]. In this researgtwe focused on usingne of the more complex simulation
tools ARESO AVERT [9] software and evaluating what is neededetaluate and includeLEX
equipmentindprocedures into the mod&ection2 provides an overview of the modeling and simulation
approach developed in this work for physical security optimizateiction3 describesheintegration of
FLEX equipment wittFOFmodeling and simulatioand presenta case studyfollowed byaconclusion
in Section4.

2. PHYSICAL SECURITY OPTIMIZATION

Physical security simulation software tools such &&ERT, Simajin,Scribe 3D etc, can be used to
modeland simulatghysical protection equipment, strategisd plausible threat scenaridfiesetools
andmodels and likelyother analysis tooJsanthen beused tooptimize many aspects of physical
protection systems faruclearpower plant§NPP$ by incorporating additionatrategiesThis section
describes a process for evaluating and optimittiegiefense strategy for new technology,
design/procedure changes, or including other safety measuofsas FLEXDifferent FOFmodeling
tools have varying capabilitieand some may be ableaatomaticallyperform more piecesf this
process than others. Depending on the change being evathatgdocess may require the coupling of
the FOFtool to additional simulation tool3:his processonsists of three main parts, base case
evaluation, potential strategy evaluation, and staff optimization evalyatidtheyare described in the
following sections.

2.1 Base Case Evaluation

The first step is to determirmseline resultifom a plands current defensive posture modeled in a
simulation tool capable of capturing the strategies and procedures established by thepsRP. Ex
judgementpastFOFexercisesand possibly softwar@ds areused to identify and order probable attack
scenariosSome software tools can even help determine likely attack paths for given .thlg@tmodes
consisting of the defensive posture and the attack sceraarie constructed and run for each scena
until the contribution tdhetotal defensive failure of the scenadmps belowa certainlevel.

While in traditional numerical analydisere is onlya singleset ofbase results to compare agajnst
FOFsimulationanalysis neesitwo different set®f databecause of thkigh valueof probability of
effectivenesslf only theunmodified base case were usesfativelyfew failure scenari®or casesvould
be availabldo evaluate againstesultingin high uncertaintyTo get results with low uncertainty, a
results set needs to havsignificant numbepf caseswvith variedpaths of failurelf computing resources
were unlimited, this could be accomplished by increasing the number of simulations runs; but given
limited computing resources, it is accomplished through a reduction in the most effective areas of the
defensive strategy or an increase in adversary force resotihesg changet® overcomethe more
predominantlefensive measurege used taonstruct alefen®-in-depth OID) model. While there are
several waysor model changes that can be ysedlevelop @&I1D mode| the main purpose is to verify
that one simple failure or change will not causégaificantreduction in the defensive posture. A couple
of examples for constructinBID modek are identifying and then removing the sheffective guard post
or increasing thadversaryforce beyond the design basis threfallowed by rerunning theOF model
andobserving thehange in effectivenes®hile theDID should not drastically reduce the effectiveness,



the number ofailed evaluationcaseshouldsignificantlyincrease For examplgin 5,000 simulations, if
the base case effectiveness is 98%y 100 evaluation cases are available, With aDID model of 91%
effectiveness450 casesvould be generated from theDBO simulationsThekey is tocapturethe failure
casesnd theavenue of those failurésom the simulation If a certainDID model causes the sarfgv
avenusfor failureas tre original base casetherDID models need to bmodeledor additional attack
scenaris shouldbe includedo add additional failure path¥he evaluatios corresponding to failure
caseswill be usedto evaluatehe modified stratagsand carclearlyidentify improvement®r defense
reductionswhere only using the original base case tests would show little to no change.

Base Case Analysis

Top %

-0 ©
Strategy Original Defense in Depth
Model Scenarios Scenarios

-x g
G —©

Top Attack FoF Simulation Base Case Results

Options Full Scenarios
Defense in Depth Scenarios

Figurel. Flow for creatingbase case comparison results.

Many facilities currently hava previowsly evaluatediefensive strategy modelndthese can be used
as a starting point to develop the comparison base.dasesnmarythe process for developing the base
case results are the following stegs shownn Figurel:

1. Model the plant protection strategy
Determine top attack options and model scenarios
RunFOFsimulations and save results cases

Apply DID changes to scenarios

a b~ w DN

RunDID scenarios and save results cases.

2.2 Potential Strategy Evaluation

Each facilitycanhave different options they consider for optimizingitliefensive posture. Some
options can be evaluated in a research setting for a variety of facilities meeting defidéns. Others
couldbe site specificand a potential evaluation should be done to deterthaygrobable and best
improvement options before the fulldepth modeling process is done and evalyatedescribed in
Section2.1

The critical part to evaluate a potential change is having a tool that can correctly simulate the
response or effect of the potential change and apply those effectd-tORisemulation.If the FOF
simulation tool used for the base case evaluations has the capalilibgéd the change correctly or



conservativelythis evaluationcan be a fairly simple process. Some protection strategies can require
complex modeling of operator procedsiand timingsuch as using the FLEX equipméimat isdesigned
for beyonddesign external evenésadditional safety equipment after an attack. Other strategies could
include simple actions but need plant system modeling or thermal dynamics to getrewse frilure
timing. These would require coupling tROF simulation with other toolaeededo correctly model the
behavior

Forthis initialresearch dah o Nat i on bk NL Bvwertt Madeling ®RiskyAésessnfent using
Linked DiagramsEMRALD) tool is coupla with the FOF simulation tool[8]. EMRALD allows the user
to model complex operator actions and coulpé modelwith the FOF simulationby usng data from the
model to make decision oradjust theFOF model according to events in the EMRALD model.

Once the change to be evaluated is modeled)Hescenarios can be run usingthew model. If
the results show a significant improvement tolihee casBID results, it can move on to the staff
reduction evaluation process.

In summary, the following steps are used to evaluate a potential strategy protection option, shown in
Figure2:

1. Determine likely improvement methods for strategy change

2. Build a model of those changes using an appropriate tool or tool combination
3. Apply the DID scenarios to the new model/s and run the simulations
4

Compare the results to thegnal DID results.

Potential Strategy Evaluation

Strategy Options
2 b,
Flex Equipment BRE Locs ROWS Other

I o]

Q= 0 = C

N A

Defense in Depth DefenseChange ~ EMRALD  FoF Simulation
Scenarios

Modeling and Simulation

FLEX Results @ Defense in Depth Outcome

Figure2. Flow for option evaluation.



2.3 Staff Reduction Evaluation

Oncelikely improvement methods have been identified and modeled, the process for determining a
staffing reduction cabegin This process will ensure thewen after a potential staff reducti@m
equivalent protective strategy is maintainadeast aits current level. The four main steps to this
process are outlined Figure3 and described in thetepsbelow.Before the process begirsscopy of the
original andDID base case simulati@tenariosnd resultss made This is an iterative process and stops
oncethe criteria has been met.

Staff Reduction Evaluation

%0 |
Updated afe ’
Remove & > 4
List
I For Each Post and Scenario

Update and
Yes gos{ﬁ]ﬂg 1. Find Least Effective Post

Full Strategy >= Base | Defense in Depth >= Base Original Scenarios  Defense in Depth Scenarios

4. Compare vs Base Case 2. Remove Least Effective Post
N"\
/=]
Validated + N\ /

Remove . B
List . Defense Change EMRALD FoF Simulation

9

Figure3. Process to evaluate staff reduction for a strategy change.

1. Use the current results determinevhich post was the least effective for each scenario. The criteria
f oleasth f ect i ved should relate to no ooridendfyingf f ect i
of intrusions.This evaluation can be done through a simple scoring process for each Eoxdtithen
each position is ordered accordingly

Remove t heleastdl é ecit i ve d s@oasos anfl changed strategy model

Run theFOFsimulationwith the defenschanges angdostremovedo determine the effectiveness of
thenewmodel.

4. Compare the changed strategy madsllts including theremoved postawith the original andID
results.

a. If the new results are better than or statistically equivalent to th@arandDID results add the
removed prensvelisto&epeabfrent@p 1.

b. If the results are worse than the original &ib results stop the loop.

Once the process hasalidatedempgveti ds,t Ot bliednatedbitgtesiewi n t he
strategy is implemented.



This process takes a conservative iterative approach and does not account for the possibility of
correlated posts where a combination of possibly more effective guards could be less impactful than
iterativelyremoving the worst, one at a time.

3. FOF-FLEX INTEGRATION

Thecurrent regulation othe physical protection dNPPspromulgates the requirements to prevent
radiation exposure to the public through delibesatigons[5]. As such, the physical protection system is
designed terevent sabotagactionson specific combinations of targets, termed as target theti;an
cause the plant tondergaa catastrophic failurand release radioactive mateiigb the environment.
The protection measurase considereds failedwhen a target set is sabotagétis approach provides a
clear and simplified acceptance criteriorthe protection system desigbjective However it is
understood that suahcriterioncontainsaconservative assumptipwhichunderminsthe fact thathere
is a period of time from the momeatarget set is damaged to the time when the plant undergoes a
catastrophic failure.

Theaforementioned timenargin can be utified toperform mitigation actions in order to prevent
plant damageThis section describes howLEX mitigation strateigs can be leveragddr this purpose.
These strategies rely on the use of FLEX portaflépmento provide backup power and/or heat
removalfrom the reactorit is well known thathe preparation and operation of these portable equipment
are done manuglland, therefore executiontimesmay vary significanty for different plants and
scenaios [7]. In order tocapture thesBmeline variationsandassess the feasibility dieseFLEX
strategiesa dynamidramework ofFOFand FLEXmodeling approach is pursued.

Theoverview ofthedynamicframeworkof FOFand FLEX model integration ilustratedin
Figure4. Theintegration startsvith the FOF simulationbeingconductedisinga commerciaFOF
software.The FOF simulation provides the attack timeline datawellasthé¢ ar get sd condi ti on
end of the attackThis data is read by EMRALD to determine firepertiming to start the preparation of
the FLEX portable equipmenthis stage may include communication and coordination with field
personnelequipment mobilizationstagingandconnectionThe mobilization and staging phase may be
skipped if the FLEX equipmeiit pre-stagedDynamic uncertainties ahe FLEX preparationas
modeled in EMRALD create astatisticaldistributionof thetimeline of FLEX equipmenbeng
operatonal. At the end of the attack scenario, EMRAKgches the list of tgets and their conditions
from theFOF simulation outputThe EMRALD modeluses this data tecidethe applicablemitigation
strategyas needed. the attack is not successfuladlf theplant may continue its normal operation
Meanwhile if several components equipment are sabotagédit the planstill retains itsdesignbasis
safety function@smaintainedoy intact redundandr standbycomponentsthe mitigation isaccomplished
using thedesignbasis systemd.astly, mitigation strategies using FLEX equipment@eductedvhen
the safety functions ofhe designbasis systems atest due to the sabotage attatke execution othis
FLEX strategydepends on which safety functicsue lostafter the attack.
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Figure4. FORFLEX integrationframework

3.1 Case Study

A case study is described in tsectionto demonstrate thapplicability of theFORFLEX integration
model A hypothetical attack scenario to a hypothetwaksurizedvater reactor (PWR) plant was
developed in this case studghis case study does not use any pfaoprietary data or informatiom the
attack scenario, a group of adversaries attemptau@ a radiological releasesya bot agi ng t he pl
power supply ands ultimate heat sink capabilitiebhe attack follows the event progresshighlighted
in red inFigure5, which is adopted from siationblackouteventtree for a PWR plaritLQ].

Station Blackout AFW using TDP Recover offsite AFW using MDP Steam removal Steam removal Recover offsite #
power early using MSADV__ | __using MSSV |
SBO AFT RACE AFM SHR1 SHR2 RACL

C @ L o [7]
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o—{ ¢ [
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[ * e
[ e
[ = e
[ e
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Figure5. Sabotage scenario to inflict core damage

Targets andhe attack pathway to inflict treforementioned core damage progressi@shown in
Figure6. An adversansets explosiveatan unmonitored grid tower outside of the nuclear plant complex
to cause #ossof-offsite-power (LOOP) event. Meanwhila group of armeddversariegnters the
complex to sabotaghe emergencydieselgenerators (EDG4p cause atationblackout (SBO) event and
damage théurbinedrivenpumps (TDPsjod i sabl e the plant s plhesplantve heat
has its physical protection programplace consisting of théntrusiondetectionsystem (IDS) delay
barriers andboththe stationary and mobileesponse forcelhese protection elements are not shawn



Figure6 to provide a visual clarity on tregtack path and target locatiofisall of these targets are
sabotaged, the nuclear plant will experience the dangage (CD) state within an hqag].

¢ dzZNIRANASD S v

u»

h¥¥aad

Figure®6. Attack targets and path theforceon-forcemodel

A list of all possible outcomdsom the attack scenario is shownTiablel. If adversariesail to
sabotage any system in the targetaeirdicated in the first outcoméhe plant may continués normal
operation Meanwhile if the plant loseseveral of its safety functiongithoutthe initiation of safety
related eventsaslisted inOutcomes 2 through4, the plantstops its operation in order to reptie
damaged safety systentisthe initiating safetyevent occus, it is mitigatedwith thedesignbasis safety
systemdf they are availableas shown irDutcomes 5 and 6. Otherwisahe FLEX equipment areised to
substitutethe safety functions of thdamagediesignbasis systemss explained i©utcomes 7 and 8.
FLEX Strategy Aentails the use of FLEX equipmentgmvidethe emergency power needed for the
prolonged heat removal usingpPs Meanwhile FLEX Strategy Bconsists olutilizing the FLEX diesel

generator to provide power and FLEX pumpsta p p | vy

feedwater toThetme pl ant 6

period to perform these FLEX strategies are taken from a referengd 5ilid

Tablel. Possible attack outcomes

No. System Availability Mitigation Srategy
OffsitePower | Emergency Diese| Turbine Driven
GeneratordEDGs) Pumps(TDPs)
1 v v v N/A (continue operation)
2 v v X Non+transient shutdown
3 v X v Non-transient shutdown
4 v X X Norttransient shutdown
5 X v v Lossof-offsite-power eventtree
6 X v X Lossof-offsite-power eventtree
7 X X v FLE>StrategyAwithin 11 hours
8 X X X FLE)Strategy Bwithin 1 hour




3.1.1  Sequential FLEX Implementation

The procedure to implemeafLEX strategy in this case study is showTable2. Steps in this
procedure were categorized imteparation and execution stagef the FLEX strategyRreparatory
actionsare dongrior to executing the FLEX mitigatiostrategy, as illustratd int h StartfFLEX
Preparation stepin Figure4. After the FOFsimulation is complete@n assessment is dotoedetermine
the plantcondition Based on this assessmehg appropriate FLEX strategyperformed following the
execution actions ifable?2.

Table2. FLEX Procedure

Number Steps Notes
1 Get keys anden doors Preparation
2 Assess condition of plant ggsn& equipment Execution
3 ContactStrategic Alliance for FLEX Emergency ResponSAFER Execution

control centerto inform theextendedossof-acpowerevent
4 Connect FLEXsteam generator akeup pumps' hose Preparation
5 Establish configuration to support FLEX 48@¥installation Execution
6 Connect FLEXcables to 480V MCCs Preparation
7 Openall breakers oMCCs Execution
8 Comect FLEX RCS Makeup pump hoses Preparation
9 Inform Security ofsecurityareaaccessreaches Execution
10 Put a FLEXdiesel in service Preparation
11 Restorepartial lighting andreceptacleoower Execution
12 Turn on supply breaker in FLE®iesel generatagnclosure Preparation
13 Evaluate potential usages for the portable equipment being delivered { Execution

RRC
14 Ensure support equipment are staged Preparation
15 Establish communication Execution

The dynamic framework irigure4 is modeled in EMRALD as shown irFigure?. The process
begins in théi St aatetwbere variables in the model are initialized to their default valilesn the
modelpr oceeds t o tsatein vihRreitauwhs thigpveeonfiguwwred-OF model built irto the
commercialAVERT platform andretchesthe results from that simulatiomhe model proceeds to the
APl ant _Cont i sateefth€pseg darhageotaaimy components within the target set.
Meanwhile,at the time whethe first canponent is sabotagetthe model continues to the
AFLEX_Pr egater ati ono



Diagram: Maint (=[-T

@ start (» 2 Read_Avert —» = FLEX_Preparation (-> = Assess_Plant_Condition | 8 Safe_Shutdown

#  Immediate Actions Immediate Actions = Immediate Actions = Immediate Actions. = Immediate Actions
' ]

Set_t_piant_shutdown [ [Start_FLEX Prep & } [ ]Set_t_FLEX Ready |‘ | :xuua End

Set_t_ELAP {Set_Plant_Status1

Sel Event Actions. <nf~‘ = Event Actions |

- Event Actions Sal 2 nﬂ ‘ .E Event Actions
= I ion_Dor o ELAP
oo e 1| | (SR Bl | | B ereev s | | —————
> Goto AVERT Set_Flag_LOOP = B
E T > | J [ 1FLEX Not Needed ] | Plant_Damaged
= S| > Goto_plant_status = = Immediate Actions > ©End
Event Actions = Grid_EDG_Damaged ] %%ﬂ? = Immediate Actions
=1 > Run FLEX EDG & (iSet Pant Status2 | B [Check_Timestep
|  If_Plant_Sabotaged B] Sk
7] > Prepare FLEX VRt ACtonsk Event Actions
m If_Plant_Intact ﬂ
1 > Goto_prant ation e
Y ———————————————» = Plant_Continue_Operation
Immediate Actions
Event Actions

Figure7. Main diagram of EMRALD model

The i mmediate acti on n atheidF LAESXK aP rt e gt tizmdferBaheeop 0 wi t
simulation to t $sateinfalkEEWRALD aubdiagranosbawshigure8. This
subdiagram details the preparation of FLEX equipmenshownn Table2, which includes aligning the
makeup pumps, starting the FLEXieselgenerators (DGs) and connecting the electrical cables.
Uncertainties on # completion time of actions shown in this subdiagram were modeled following a
normal distribution. Upon starting the FLEX DGs, there is a statistical probability for the DGstto fail
start and to fail to continuously run. If any of those failures haphersimulation transitions to the
AFLEX _DG_Statuso state in which a repair action i
and the success probability are modeled in EMRALD. After all the preparation actions are completed, the
eventactioni Set _Fl ag_FLEX_Readyo tr i gvgrgintbe maindiagidarh f _Pr epa
shown inFigure?.

Keys_and_doors < SG_Makeup_prep 3 MCC_prep c RCS_Makeup_prep
Immediate Actions = Immediate Actions = Immediate Actions = Immediate Actions
|
Event Actions = Event Actions = Event Actions = Event Actions
A Keys_and_doors .E x SG_makeup_aligned ﬂ 7 MCC_CabIes‘connected-E] - RCS_makeup_aligned ﬂ
> Connect_SG_makeup_hoses > _Connect_MCC_Cables TR TR AT > Stort FLEX Dicsel FLEX_DG_On |
Immediate Actions l
Event Actions
> FLEX_DG_Fail ]
> Repalr_FLEX_DG
. FLEX_DG_Starts ]
> Activate_FLEX_supply_breaker
SFP_Makeup_Prep =Support_Equipment_Staged 5 FLEX_SB_On FLEX_DG_Status
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[A SFP_Makeup_Aligned ] A Support_Eq_Staged ] a FLEX_SB.On ] A FLEX_DG_Repair ]
| »  Set Flag FLEX_Ready > Connect_SFP_Makeup > Stage FLEX_SB > Activate_FLEX_SB &

Figure8. Sequential preparation of FLEX equipment

The component failure diagram for FLEX DGs are showrigure9. Initially, the componensiin
t he A F L Baxdby sate Svhile it is not in usaVhenthe EMRALD simulation enters the
i FL EX _ D Gtat®inFgure8, ittriggerst he A FL EX _ D GFigue®a nfchée icromponent ¢
failure to start upn demand isepresentettythear r ow | eadi ng t odatelwghaA FLEX DG
probability of IE2. T h e f FL E X _ Ds@Gteid\activa ifthe domponent starts successflilye
fi FL E X _ D @vert €batains the component failure rate and the required missioddbaevhich is
set as 24 hours in this case stulgy fail-to-run event within this mission timgiggers the
A FLEX_ DGdate # both #LEX DGs arén thisstate,thefi F L E X _ D GevetaniFiguoe8 is
acivated.Thisevent leads t@an attempt to repathe FLEX DGs witha success probability of 0.8his
repair will cause the simul astiadme ttoo dsvhiet cilF LfErXo nb G_

State.
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Figure9. FLEX DG failure model

The diagram for the failure of FLE2uxiliary feedvater (AFW) pumps is shown Figurel0. This

modelis similar to the failure model fahe FLEX DGs. However, repair actions are matluded for
FLEX AFW pumps for simplification. Furthermore, the failure rfmieFLEX AFW pumps are also

adjusted accordingly for pumps
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Figure10. FLEX pump failure model

Figurel1llshows theeMRALD modelof the execution of FLEXtrategy The starting

i Ch eFLEKX0 state isactuatedromthefi As s e s s _ Pl a state inEigured |t is followead with

actions to execute the FLES(ategy, which includélirectcurrent ¢Ic) load sheddingopeningthe
electrical breakersaligning thesteamgenerator (SG) pumpgerformingthe pump transfer switgland
maintaining the FLEX strategy for 24 houf$ie ime distribution on each actiagmmodeled in each
event Theendi FL EX _E L AP _datecheaks i theyFhEX componentsn successfully for the

entiremission time of 24 hars and ends the simulation withh e
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Figurell Sequential execution of FLEX strategy

3.1.2 Parallel FLEX Implementation

The previous section presenthé EMRALD model when actions in the FLEX strategy are
performed sequentialifjHowever,severalbof the FLEX actionssuch agpreparations of pumps and
electrical componentsan be doe in parallelParallel implementatioaf FLEX actions mayeduce the
equipment preparation time befotlee reactor is damaggplotentiallyincreasng the success likelihood of
the FLEX strategy. In order to analyze the bersadita parallel FLEX implementation, we modeled the
FLEX preparation actionst EMRALD, as shown irFigure12. In this subdiagranthe preparation steps
for the electrical system adgene simultaneously with the steps to pregan@p connections his
parallel action is made poacdonibd et lbey it i@ _ HeEkoenunpe cRr_e
Thesequencéromthefi MC C _ pgate mthefiFLEX_SB_Onm state issimulated in parallel with the
sequence ahefi S G_ Ma k e usmatetpthed 8§ & P _ Ma k e stape Thersimydadion control is
returned tahe main diagram ifigure7fupon reaching the fASdaeport Equi pn

a
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